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Secure SIM Data: More security for the mobile 
workplace 
 
• Encrypted data communications on tablets and notebooks 
• Designed for a broad base of corporate and civil service users 
• For Windows 8-based standard Lenovo devices 

 
Düsseldorf/Hanover/CeBIT, 9 March 2014 – Vodafone is the first 
telecommunications company to introduce a SIM card-based, end-to-end 
encryption solution for the mobile workplace. Secure SIM Data encrypts and 
signs e-mails, documents, data media and VPN connections - offering 
companies and local authorities enhanced security in their mobile data 
communications. At the moment it can be used on numerous Lenova Windows 
8-based standard ThinkPad notebooks and tablets. Vodafone developed 
Secure SIM Data in collaboration with Giesecke & Devrient, a leading provider 
of mobile security solutions which also provided the software and SIM cards. 
Secure SIM data supplements the existing Secure SIM Login solution for 
secure corporate network or data cloud login.  
 
As the number of mobile workers increases, companies face new challenges relating 
to IT security. They have to keep pace with technological developments and respond 
to new potential threats to applications within the corporate network and, especially, 
to mobile data communications. At many enterprises, the challenge of averting these 
threats is immense. 
 
“Protecting intellectual property in a country like Germany, a European business and 
research location, is becoming an increasingly important issue for the companies 
based there. They need solutions that effectively protect their mobile 
communications, are easy to use and can be implemented on a wide range of 
devices. That’s precisely what Secure SIM Data is. We and our partners are offering 
a standardised, flexible and, more importantly, cost-effective product which 
enhances the security of notebooks and tablets in the business environment“, 
commented Zoltan Bickel, Director Enterprise Product Management at Vodafone 
Germany. Secure SIM Data is designed for a broad base of corporate and civil 
service users, as well as development or sales personnel and law firm employees.   
 
Unlike most of the solutions that are currently available, the user doesn’t need a 
separate smartcard or security token because the digital private key and certificates 
are securely stored on the SIM card. Thanks to Microsoft technology, expensive 
custom-made devices aren’t necessary for Secure SIM Data, and it can be used on 
numerous Windows 8-based Lenovo ThinkPad notebooks and tablets* with Ericsson 
UMTS modules. The SIM card, hardware and software are seamlessly integrated so 
that users can work with the familiar Microsoft Office programmes. Customers simply 
have to enter a PIN to use the private key for signing or decryption. 
 
Secure SIM Data encrypts e-mails and documents so that unauthorised third parties 
cannot read them. The widely used S/MIME protocol that is built into MS Outlook, for 
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instance, is used for e-mail encryption and PGP will also be available in future. 
Secure SIM Data also signs documents and e-mails to prove message origin and 
prevent tampering with content. This function is supported by standard programs 
such as Adobe Acrobat Writer and Microsoft Office.  
 
Secure SIM Data also encrypts storage devices such as USB sticks and external 
hard disks. This ensures that the confidential contract documents, such as those that 
a sales representative carries around, remain confidential in the event of theft or 
loss. Users can also set up an encrypted VPN tunnel with a digital key that is stored 
on the SIM card. This Vodafone solution for enterprise customers is billed on a 
monthly basis per user and the next evolution will be compatible with Windows 7 and 
other devices. Vodafone intends to obtain certification from the Federal Office for 
Information Security (BSI) for its Secure SIM Data solution. 
 
In 2013, Vodafone launched Secure SIM Login, a product offering SIM card-based 
two factor authentication for secure mobile logins to corporate networks or data 
clouds. It ensures that no unauthorised persons can access a corporate network or 
web portal in the event of device theft, for instance. An encrypted text message is 
sent to the employee’s mobile phone when he wants to login with a laptop or tablet. 
The text message automatically opens a window on the phone requesting a PIN. 
Then the employee has to enter the correct PIN before access is granted. The 
product is TÜViT-certified and can be used with all conventional mobile phones and 
smartphones. 
 
Vodafone is back in Pavilion 32 at this year’s CeBIT from 10 to 14 March 2014. It will 
be presenting numerous innovative products for business users reflecting the motto 
of “Ready Business”. Further CeBIT press releases are available at 
www.vodafone.de/presse. The Vodafone Enterprise Hub at www.vodafone.de/b2b 
also provides a comprehensive range of information about Vodafone Germany’s 
enterprise business. It contains content from the new Enterprise Blog, as well as 
Twitter, YouTube and Slideshare content. 
 
*Lenovo ThinkPad Tablet II, Lenovo ThinkPad T Series, Lenovo ThinkPad X Series, Lenovo ThinkPad 
Helix, Lenovo ThinkPad L Series 
 
 
Vodafone Germany  
is one of the largest and most modern telecommunication services providers in Europe. It realises 
turnover of more than 9.6 billion euros and has 10,500 employees. Based in Düsseldorf, Vodafone 
Germany is a one-stop innovative and integrated technology and service provider with a portfolio including 
mobile communications, fixed network telephony, internet and broadband data services for business and 
private customers. Continuous development, numerous patents and investments in new products, 
services and the modern network have made Vodafone an innovation leader in the German 
telecommunications market. Vodafone is committed to CSR. The German Vodafone Foundation is a 
socio-political think tank that initiates and supports numerous projects in the fields of education, 
integration and social mobility. The company is part of the Vodafone Group. Visit the website at 
www.vodafone-deutschland.de for further information.  
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